ENERGY AND ENVIRONMENT CABINET

TEAM i
KENTUCKY.

ENERGY AND
ENVIRONMENT CABINET

eNotifications
USER GUIDE
VERSION 1.0

Prepared for:
Office of Administrative Services (OAS)



eNotifications User Guide

Introduction:

The Kentucky Energy and Environment Cabinet (EEC), Department of Environmental Protection (DEP) is committed to
provide investments in Information Technology, which facilitate its mission of environmental stewardship. DEP has

developed a web service application for facilities to submit electronic documents over the Internet.

The purpose of the guide is to focus on the eNotification public submittals via the eForms site and to provide a general

description of the web methods. The API (Application Programming Interface) is at
https://dep.gateway.ky.gov/eForms.PublicSubmittals. WebApi/swagger/index.html.

The current API methods published for consumption are:
1. Authenticate

GET: /api/authenticate/ AuthenticateUser

Description:

This is the starting point for using this API that requires a bearer token to authorize the user of the other

methods. This requires a username and password.

Authenticate

Parameters

Name Description
username
string
(query)

username

password
string
(query)

Responses

Code Descril ption
200 OK
Media type
text/plain ~

Controls Accept header

Example Value | Schems

string

iF | /apifauthenticate/AuthenticateUser Thisis the slarling point for using this API hat requires a bearer token to aulhorize the user of other methods. This requires @ usemame and password

~
@~ |

| Try it out ‘ |

Links

Na links

- Once enter the username and password, copy the token of the response body which is generated and to
authenticate, you need to click the Authorize button on the top and then paste the copied Bearer token and

click on authorize.
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Note: All of the eNotification requests require login and require you to be authorized. You cannot call the eNotification
until you have an active authorized session.

2. eNotification

2.1 Air Quality Notification
POST: /api/enotification/SubmitNewAirQualityNotification

Description:

Used to submit a new Air Quality Routine Notification Notice, Form ID 243 (eNotification Air
Quality). This may not be used for Emergency notifications.

Some of these methods require values using the API calls.

Please use the following end points to get the values for this method:

Incident Types: https://dep.gateway.ky.gov/DataAccessTool API/EEC/API/eNotifAirlncidentType
Units: https://dep.gateway.ky.gov/DataAccessToolAPI/EEC/API/eNotifAirQualityUnits
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Pollutants: https://dep.gateway.ky.gov/DataAccessToolAPI/EEC/API/eNotifAirQualityPollutant

Model Sample:

{ "incidentType": "544959", "incidentStartDate": "2025-02-19T18:18:26.659Z", "incidentEndDate":
"2025-02-19T18:18:26.659Z", "agencylInterestld": 4, "natureOflncident": "Need to shutdown equipment for

repair.", "incidentLocation": "Along supply line, north west of facility building 123.", "actionTaken": "turned off

b

equipment, removed part with new unit.", "causeAndDuration": "3 hours, replacing item", "otherSubstances":

"none", "latitude": 36.55874, "longitude": -87.22541, "pollutant1": "544965", "quantity1": 100, "units1": "WEF",

"pollutant2": "544973", "quantity2": null, "units2": """, "pollutant3": "", "quantity3": , "units3": "", "pollutant4":
"quantity4": null, "units4": "", "equipmentInvolved": "belt system", "courtesyNotification": true }

b

Japi/enctification/SubmitNewdirQualitynNotification a
Used to submit 3 new Air Quaitty Routine Notification Motice, Form D 243 {eNofification A Quality). This may not be used for Emergency notifications.

Pieazz use the following 2nd points to get values for this method.

Incident Types: hitps:/dep.gateway ky.goviDatad =Toe {AP|feNotfAirncider

ateway.ky gov/Data s5ToolAPIEECTA lotifAirCuainyl

Units: hitps:

Pollutants: hitps:idep. gateway ky. gov/DataAccessToo AP EEC/APeNotfAInC uaktyPollutant

v equipment for repair.”
=rSubstancas™ “none”

d': 4, “natureCdincdent: "Need 1o shutd
seAndDuration™: "3 hours. replacing

nDate”: "2025-02-19718:18:26.658Z", inci
t of facillty buiding 123", "act
lutanti™ "54498 ity1”

ment, removed part with new unit.”

=, "guantityd™: | “units3": ™, Tquantityd ™ null, “units4": equipmentinvolved™ "helt system”, “courtesyNotification”; true }

Try it out

Parameters |

Mo parameters
Request body applicationfjson ~

Exampls Vs | Schema

“equipsent Imvolved”:
"courtesyNotification

Responses

Code Description Links

)
=)
&

oK Mo finks

alyria

Exampka Valua | Sch

2.2 Drinking Water Notification

POST: /api/enotification/SubmitNewDrinking WaterNotification

Description:

nn
b
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Used to submit a new Drinking Water Routine Notification Notice, Form ID 244 (eNotification
Drinking Water). This may not be used for Emergency notifications.

Some of these methods require values using the API calls.

Please use the following end points to get the values for this method:

Incident Types:
https://dep.gateway.ky.gov/DataAccessToolAPI/EEC/API/eNotifDrinking WaterIncidentType

Units: https://dep.gateway.ky.gov/DataAccessToolAPI/EEC/API/eNotifDrinkingWaterUnits

Pollutants: https://dep.gateway.ky.gov/DataAccessToolAPI/EEC/API/eNotifDrinking WaterPollutant

Public Notification Method:
https://dep.gateway.ky.gov/DataAccessToolAPI/EEC/API/eNotifDrinking WaterPublicNoticMethod

Line Type: https://dep.gateway.ky.gov/DataAccessTool API/EEC/APl/eNotifDrinking WaterLineType

Model Sample:

{ "incidentType": "545006", "incidentStartDate": "2025-02-19T18:18:26.659Z", "incidentEndDate":
"2025-02-19T18:18:26.659Z", "agencylnterestld": 4, "natureOflIncident": "Line break in drinking line on main
st.", "incidentLocation": "along supply line", "actionTaken": "shut off water for repairs", "causeAndDuration": "28
hours, replacing item.. ", "otherSubstances": "unknown", "latitude": 36.55874, "longitude": -87.22541,
"pollutant1": "544963", "quantity1": 1000, "units1": "EE", "countyOfRelease": "001", "weatherConditions":
"001", "estimatedTimeToRepair": 1, "lineSizelnInches": 24, "lineType": "544994", "numberOfConnections":
2400, "publicNotificationMethods": [ { "publicNotificationMethod": "544991" }, { "publicNotificationMethod":
"544992" } 1, "otherPublicWaterSystemsA ffected": true, "bacterialSamplesToBeCollected": true,

"healthDepartmentNotified": true, "boilWaterAdvisorylssued": true }
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2.3 Wastewater Notification
POST: /api/enotification/SubmitNewWastewaterNotification

Description:

Used to submit a new Drinking Water Routine Notification Notice, Form ID 245 (eNotification
Wastewater). This may not be used for Emergency notifications.

Some of these methods require values using the API calls.

Please use the following end points to get the values for this method:

Incident Types: https://dep.gateway.ky.gov/DataAccessTool API/EEC/API/eNotifWastewaterIncidentType

Units: https://dep.gateway.ky.gov/DataAccessToolAPI/EEC/API/eNotifWastewaterUnits

Pollutants: https://dep.gateway.ky.gov/DataAccessToolAPI/EEC/API/eNotifWastewaterPollutant

Release To: https://dep.cateway.ky.gov/DataAccessToolAPI/EEC/API/eNotifReleaseTo

Receiving Waters:
https://dep.gateway.ky.cov/DataAccessToolAPI/EEC/API/eNotifWaterbodyReceivingWaters

County: https://dep.gateway.ky.gov/DataAccessToolAPI/EEC/API/eNotifCounty

Weather Conditions: https://dep.gateway.ky.cov/DataAccessToolAPI/EEC/API/eNotifWeatherCondition

Model Sample:

{ "incidentType": "545000", "incidentStartDate": "2025-03-03T21:07:47.687Z", "incidentEndDate":
"2025-03-03T21:07:47.687Z", "agencylnterestld": 2, "natureOfIncident": "main hole cover overflow",
"incidentLocation": "4th and branch rd", "actionTaken": "we just let it happen", "causeAndDuration": "heavy
rain", "otherSubstances": "n/a", "latitude": 39.15, "longitude": -81.96, "pollutantl": "544952", "quantity1": 1234,
"units1": "EE", "pollutant2": "", "quantity2": 0, "units2": """, "pollutant3": "", "quantity3": 0, "units3": "",
"countyOfReleaseCode": "005", "weatherConditions": "017", "receivingWaters": "2855", "releaseTo": "544979",

"unnamedTributary": true }
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2.4 Air Quality Notification Response to a Submittal Deficiency

POST: /api/enotification/SubmitAirQualityNotificationResponse

Description:

Used to submit a response to an existing Air Quality Notification Notice, Form ID 243 (Air
Quality eNotification). This may not be used for Emergency notifications. This method is a full replace,
meaning all data will be updated to the values provided in the submittal. The status will change and is a
response to a Notice of Deficiency and submits the response to EEC. You must have access to the eForm
submittal. The permit submittal ID is required which shows up on the eForms Dashboard.
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. fapifenotification/SubmitAirQualityNotificationResponse =
Used fo spbmit 3 response fo an exdsting Ar Quality Notfication MNotice, Fonm 10 243 (Air Quality eNetfication). This may not i= a full replace, - Ea
values provided in ittal The status will changs and is 3 response to 3 Notice of Deficiency and 1 o he eFam submit
Ses SubmithlewAiidualityNotification for additional information
Parameters [ Tyitout |
, = 0
Mo parameters
Request body application/json >

Exampis Valus | Schema

"equipnent Trvolved®: “string”,
"courtesyotification®s true,
"perni tSubmittalid®:

Responses

Code Deecription Links

200 oK No links
Mo typa

[T —

2.5 Drinking Water Notification Response to a Submittal Deficiency

POST: /api/enotification/SubmitDrinking WaterNotificationResponse

Description:

Used to submit a response to an existing Drinking Water Notification Notice, Form ID 244
(Drinking Water eNotification). This may not be used for Emergency notifications. This method is a full
replace, meaning all data will be updated to the values provided in the submittal. The status will change
and is a response to a Notice of Deficiency and submits the response to EEC. You must have access to the
eForm submittal. The permit submittal ID is required which shows up on the eForms Dashboard.
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‘ Parameters Tryitout | |
- - |
Mo parameters
application/json w | ‘

‘ Request body

Exampie Valus | Scherma

"publichotificationkethod®: "string®
}

mlumbuuntu-smnnfﬁned“v 1nu
"bacterialSanplesToBeCollect

‘ Responses
Code Description Links.
200 oK Mo ks
Mot typo
text/plain o
[ ——
Exampla Valua

2.6 Wastewater Notification Response to a Submittal Deficiency

POST: /api/enotification/SubmitWastewaterNotificationResponse

Description:

Used to submit a response to an existing Wastewater Notification Notice, Form ID 245
(Wastewater eNotification). This may not be used for Emergency notifications. This method is a full
replace, meaning all data will be updated to the values provided in the submittal. The status will change
and is a response to a Notice of Deficiency and submits the response to EEC. You must have access to the
eForm submittal. The permit submittal ID is required which shows up on the eForms Dashboard.
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fapi/enotification/SubmitWastewaterNotificationResponse A
Used to submit 3 response to an exisiing Wastewater Notification Natice, Form 1D 245 (Wastewater aNotification). This may not be used for Emargency nofifications. This method is 3 full replace, meaning all data wil L BEas
be updated to the values provided in the submittal. Tha status will change and i a response to 3 Notice of Deficiency and submits the response to EEC. You must have scoess to the aForm submittal.

See Submillew\Vastewaterhlotification for additional information.

| Parameters Try it out

No parameters

| Request body
Example Value | Schems

“ineidentType": “string”,
“incidentStartDate™

“permitSubmittall

Responses

Code Description Links

200 0K Mo finks
Media ype

tex

ccept heade

Example Value | Schems

“hasErrors": true,
“errorMessage”: “string”,

“result": “string”

2.7 Get Status
GET: /api/enotification/getStatus

Description:

Used to get the workflow status of a specific eForms Submittal ID.

fapifenotification/getStatus Used 1o get the workiow status of 3 specific eForms Submital 1D, e
Parameters Try it out
Hama Eeecription
eFormSubmiiialld
integer{intaz)

Responses
Code Descriptian Links
200 oK o links
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2.8 Get Incomplete eForms
GET: /api/enotification/GetIncompleteeForms

Description:

Used to get a list of eForms on the Dashboard — My incomplete eForms list.

GET | /api/enctification/GetIncompleteeForms Used togeta kst of eForms on the Dashboard —My incomplste eForms fist. A

Parameters Try itout | |

No parameters

- |
Code Descrption Links
200 oK Mo links

2.9 Get Requires Response eForm

GET: /api/enotification/getRequiresResponseeForm

Description:

Used to get a eForms that is under review based on a previously submitted Id. eForm maintains
the original copy once submitted and that prevents changes. As a result, any eForm deemed by the Agency
as deficient or incomplete will be assigned a new eForm Submittal Id and appear on one’s dashboard. This
API method will return an active eForm Submittal associated with any previous submitted Ids, if one
exists and requires a response.

Jfapi/enotification/GetRequiresResponseeForm

Usaditn get 2 eForms that is under review bazed on  previcusly submitted |d eForm maintsns the originsl opy once submitied and that prevents changse. As 3 recuft, any sFom deemed by the Agency s defzent & o
or incomplete will be assigned & new eForm Submittal id and appear on one's dashbosrd. This API method will return an acive eFom Submital associsted with any previous submited kis, f one exsts and requires 2
response.
Parameters | Try it out | |
Mams Descrption

eFormSubmittalld

imtager{sintaz) eFormSubmitizlid
fauery

|
Responses

|
Code Descriptian -
200 oK No links
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3. Default Assignments:

Default Assignment allows a user to automatically assign newly created eForms to specific users, replacing the
need to perform the task every time a new eForm is created. Under the “Default Assignments” tab, under Assign
To, select the user that you want to have a copy of the eForm and select the Form Name and click on Default
Assignment. Default Assignment is both form type and user specific.

EEC eForms ﬂ"Hﬂm:— atlashmard Cr’ Forms UDefaultAs:\gnmems \Contads 7 eHe!pEemer Cl' Ananymous Forms I e Amcpptd e s

[D Default Assignments

o Create a default assignment so new eForms have other users automatically assigned upaon creation of a form:

waynebegin@lygov i Kentucky Reclamation Guaranty Fund Cuarterly Fee Report *

@ Add Detauilt Assignment .

Mo details to display.
Select User from Assign
To and Form from the
drop down and click on
Add Default Assignment

- The default assignment is only from the creation of a new eForm which gets assigned at the creation point.
If there is anything historic, these eForms are not impacted.
- Ifthe assignment is removed, it likewise no longer automatically assigns for that specific user and form.

> ; ’ S
EEC eForms # pome @ ooshooars (£ roms U] Defautt Assignments S contacts - @ repcenter [ Anomymous Forms M AWeime Ao, st b

[D Default Assignments

< Creste a default assignment so new eForms have other users automatically assigned upon creation of a form:

Assign To: Form Name:
wayne.begin@ky.gov 1 Kentucky Reclamation Guaranty Fund Quarterly Fee Report .
Add Default Assignment

Delete Form Name T  Fom. Y | Email T | First Name T MY LastName T
a
Kentucky Reclamation Guaranty Fund -
Boset 23 e % Wayy Beg)
ete oo P fnont s wayne.begin@ky.gov ye gin o
. - v | ow 10 v items perpage 1-10f1items
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